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● Resilience and Scalable: How do we ensure an infrastructure that can meet growing and spikes 

in demands - that it is built to adjust?

● Security: How do we ensure that data is protected no matter where it is stored and that only the 

right people have access to it while ensuring that appropriate data is shared within the 

government for innovation and efficient policymaking?

● Costs: How do we deploy at a reasonable cost for taxpayers, so they are paying only for what’s 

needed, but not more?

● Interoperability: How do we ensure that there’s maximum flexibility to avoid lock-in with a 

vendor / provider?

● Workforce training: How do we use the strategy to develop the talent of the country?
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Common Policy Characteristics

● Public Cloud is key: All leverages the public cloud for technology, 

cost, and security benefits

● Cloud-First Policy: Default to build on the public cloud; on-prem 

is an exception

● Data Classification: Clarify how different types of data is handled; 

not necessarily data residency, but encryption and greater 

controls

● Lead Transformation Agency:  A ‘digital transformation’ agency 

to drive change by example and across government

● Security Requirements: Leverage international standards; certify 

platform/products, not workloads to speed up adoption

● Procurement: Clear procurement processes to provide pricing 

transparency and flexibility to agencies

● Workforce training: Programs to upskill, retrain, and recruit talent

Select Countries

● United States - Federal Cloud Computing 

Strategy - Cloud Smart

● United Kingdom - One Government Cloud 

Strategy

● Singapore - Government Commercial Cloud 

Infrastructure

● Australia - Secure Cloud Strategy

● Philippines - Cloud First Policy

>

https://www.whitehouse.gov/wp-content/uploads/2019/06/Cloud-Strategy.pdf
https://www.whitehouse.gov/wp-content/uploads/2019/06/Cloud-Strategy.pdf
https://technology.blog.gov.uk/2020/03/31/introducing-the-gov-uk-cloud-guide/
https://technology.blog.gov.uk/2020/03/31/introducing-the-gov-uk-cloud-guide/
https://www.tech.gov.sg/media/technews/soaring-high-with-commercial-cloud
https://www.tech.gov.sg/media/technews/soaring-high-with-commercial-cloud
https://www.dta.gov.au/our-projects/secure-cloud-strategy
https://pia.gov.ph/news/articles/1044763
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High Availability Zones: Independent 
failure domains within a region

Government Data Center

On-Prem Systems

Public Cloud Region

Zone A Zone B Zone C

Applications

Kubernetes / Containers Engine

Data Analytics

Kubernetes / Container Engine Cluster

Advanced AI Technology - Global

Encryption Key Controller
Tokenized and Encrypted Data

Tokenization Engine

On-Prem Only Applications Access Policies
-Geo-fenced IPs
-Private IPs
-Identity Mgmt
-Access Logging
-Data Loss Prevention
-Two factor 
authentication

Kubernetes / Containers 
Orchestration Software and 

Microservices

Secured Open API Services
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Powered by Kubernetes, Anthos lets you 
build and manage modern hybrid and 
multi-cloud applications with 100% 
software solution and no hardware lock-in

Build once, to run anywhere, 
across your existing on-premise 
infrastructure via VMware or Bare 
Metal; on all major public cloud 
providers; and at the Edge (telcos)
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Terima Kasih!



Appendix
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Operate services on a 
purpose built network

Asia Pacific Americas Europe, Middle East, & Africa

HK-G (HK, GU) 2020

Havfrue (US, IE, DK) 2019

Curie (CL, US) 2019

JGA (AU, GU, JP) 2019

Network

SJC (JP, HK, SG) 2013   

Unity (US, JP) 2010

Faster (US, JP, TW) 2016

PLCN (TW, LA) 2020

Monet (US, BR) 2017

Junior (Rio, Santos) 2018

Tannat (BR, UY, AR) 2018

Indigo (SG, ID, AU) 2019

Dunant (US, FR) 2020

Edge points of 
presence 125+

3London
3

Netherlands

3

3 Finland

3

Belgium

Los Angeles

4

Iowa

3 N. Virginia
3

S. Carolina

3 Montreal

3

São Paulo

3
Tokyo

Osaka

3
Taiwan

Hong Kong

3

Mumbai

3

Sydney

Singapore

3Oregon

Current region and 
number of zones

Future region and 
number of zones

Frankfurt

Zürich 

3

3

3

Jakarta

3

Seoul

3

3Melbourne

3

Doha

3

Delhi

3
Warsaw

34

Salt Lake 
City

3

Las 
Vegas

3

Toronto

9

3
3
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Encrypt data 
by default

Connections 
require TLS

Data is chunked and 
each chunk is 

encrypted with its own 
data encryption key

Data encryption keys 
(DEKs) are wrapped 

using a key encryption 
key (KEK)

Encrypted chunks and 
wrapped encryption keys are 
distributed across Google’s 

storage infrastructure

10
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Encryption Options on GCP

DEFAULT 
ENCRYPTION

Google default 
data-at-rest 
encryption.
Customer has no 
access to keys or 
control of key 
rotation.

CUSTOMER- 
SUPPLIED 
ENCRYPT. KEYS

Keys owned by 
customer and 
provided on each 
API call to be used 
ephemerally to 
access data.

HSM IN A 
COLO

Customer hosts 
keys in their own 
HSM in a nearby 
CoLo.

Google does not 
have any control of 
the HSM.

CLOUD HSM

Customer can 
manage keys 
generated and 
stored in a 
Google owned 
and  operated 
FIPS 140-2 L3
HSM.

CLOUD KMS

Customer can 
manage keys 
generated and 
stored by Google.

MORE AUTOMATED MORE CONTROL

World-class 
encryption activated 

by default on GCP

Keep keys in the 
cloud, for direct use 

by cloud services

Keep keys on-premise, and use them to better 
secure your cloud services

CLOUD 
EXTERNAL KEY 
MANAGER 

Customer encrypts 
data-at-rest using a 
key residing outside 
of Google Cloud

Keys off-premise

First on GCP First on GCP First on GCP
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Professional Services Overview and How we can support



Example of Creating a Kubernetes Cluster in a Specific Region

Form Compute Cluster 
Across the 3 High 
Availability Zones



Example of Services that Store Customer’s Data at Rest 
Only in a Chosen Region

Data Storage in 
Jakarta Region


